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Abstract—In today's digital landscape, the rise of web phishing
poses a significant threat to cybersecurity, prompting urgent
research into detection and prevention strategies. This study
investigates the efficacy of different activation functions within
Multilayer Perceptron (MLP) models for detecting phishing
websites, utilizing a dataset with 87 features reduced to 60 using
Principal Component Analysis (PCA). Evaluation metrics
including accuracy, precision, recall, Fl-score, and AUC are
computed across four activation functions: ReLU, Leaky RelL U,
Parametric ReLU, and Exponential Linear Unit (ELU). Results
demonstrate consistently high performance across all activation
functions, with slight improvements observed with Leaky ReLU
(LReLU) and ELU, particularly in precision and F1-score metrics.
These findings underscore the robustness and adaptability of
MLP models in handling complex classification tasks like phishing
detection. Moreover, the study highlights the importance of
considering diverse activation functions in model design, offering
insights for future optimization and exploration in cybersecurity
research.
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I. INTRODUCTION

In the rapidly evolving digital era, the threat of web phishing
has emerged as a major concern in cybersecurity [1]. Malicious
actors engage in phishing practices attempting to obtain
sensitive information from internet users by masquerading as
trustworthy entities [2]. With increasingly sophisticated
techniques, phishing attacks can deceive users and lead to
significant financial and privacy losses [3]. Hence, research on
the detection and prevention of phishing on web platforms has
become critically important.

Various studies have been conducted previously to address
this issue, such as detecting websites and domains at the
browser level [4], identifying phishing websites by retrieving
attributes from large clusters of data [5], or employing machine
learning to detect phishing websites through an analysis of page
layout similarity [6]. Nevertheless, these approaches are
deemed insufficient in protecting internet users from web
phishing attacks [7]. As a result, some researchers utilize
machine learning algorithms to automatically classify whether
a website is legitimate or phishing. For instance, Support
Vector Machine and Random Forest are employed to ascertain
the likelihood of a phishing website [8], while Random Forest
and Artificial Neural Network are used to identify phishing

websites [9]. Additionally, phishing website detection is
conducted using multiple machine learning algorithms [10],
and Naive Bayes is employed to classify websites as either
phishing or legitimate [11].

The dataset used in this study contains 87 features that have
been reduced using Principal Component Analysis (PCA). This
research adopts an innovative approach by leveraging the
Rectified Linear Unit (ReLU) activation function and its
variants in the context of phishing classification using the
Multilayer Perceptron algorithm. The classification process is
carried out using the Multilayer Perceptron (MLP) algorithm,
known for its effectiveness in handling complex classification
problems [12]. During the classification process, the
performance comparison is conducted between the RelLU
activation function and other variants such as Leaky RelLU,
Parametric ReLU, and Exponential Linear Unit (ELU). The
performance of each model is evaluated using the 10-fold
cross-validation technique to generate comprehensive
evaluation metrics such as accuracy, precision, recall, F1-score,
and Area Under the Receiver Operating Characteristic curve
(AUC), which are then used to determine the best activation
function variant for phishing detection.

The contribution of this research is highly significant in the
development of phishing detection techniques on web
platforms. The findings can enhance understanding of the
effectiveness of various activation functions in the context of
phishing classification, and provide valuable insights into the
use of MLP models for cybersecurity. It is hoped that the
findings of this research will contribute to improving the
reliability of phishing detection systems and broadly support
efforts to prevent cybercrime..

Il. METHOD

A. Dataset

This study utilizes a dataset comprising a list of websites
classified as 'legitimate’ and ‘phishing’, obtained from
kaggle.com [13]. The dataset consists of 11430 entries with 87
features and 1 target.

The first step in this research involves feature reduction on
the dataset using Principal Component Analysis (PCA). The
objective of this feature reduction is to decrease the dataset's
dimensions for a more efficient and effective classification
process.
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To determine the most optimal number of PCA components,
this study applies the elbow method. This stage entails plotting
explicit variance against the number of PCA components. In
this phase, the research seeks the point where the decrease in
explicit variance significantly diminishes, indicating that
adding additional components no longer contributes
significantly to the data's variance. Figure 1 show the steps on
determining the most optima number of PCA components using
the elbow method.
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Fig. 1 Applied Elbow Method for Determining Optimum PCA Components

The process of determining the most optimal PCA
components in Figure 1 begins with reading the dataset.
Following this, data pre-processing is carried out, including
removal of irrelevant data, handling missing values, and
normalization if necessary. Features from the dataset are
separated, and target variables are isolated if present.
Subsequently, standardization or normalization of dataset
features is performed to ensure uniform value ranges. The PCA
algorithm is utilized to reduce dimensions on dataset features,
followed by calculating explicit variance for each resulting
PCA component. This is followed by creating a plot of explicit
variance versus the number of PCA components, where the
graph is then examined to identify the point where the decrease
in explicit variance significantly diminishes or forms an elbow-
like curve. The number of components at that point is
designated as the most optimal number of PCA components,
which is then used to perform feature reduction on the dataset.

After obtaining the optimal number of components, feature
reduction is performed using PCA. This process involves
projecting data into a lower-dimensional subspace according to
the predetermined number of components. Figure 2 shows the
steps on feature reduction using PCA in this research.
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Fig. 2. Applied PCA Method for Feature Reduction

The steps of feature reduction using PCA in Figure 2 begin
with reading the dataset to be feature-reduced. Subsequently,

data pre-processing is conducted, involving the removal of
irrelevant data, handling missing values, and normalizing data
if necessary. Features of the dataset are separated, and target
variables are also separated if present. Following this, the
dataset features undergo standardization or normalization to
ensure uniform value ranges. Then, the PCA algorithm is
applied to perform dimensionality reduction on the dataset
features, with the number of PCA components predetermined
based on the elbow method. The subsequent process involves
feature reduction, where dataset features are reduced to a lower-
dimensional space based on the optimal number of PCA
components determined previously. Lastly, feature selection is
carried out, where features that are most important or contribute
the most to data variance are selected after feature reduction.

B. Web Phising Classification

The reduced feature set is then utilized in the classification
process using the Multilayer Perceptron (MLP) algorithm. In
this study, four MLP models are designed, each comprising 3
hidden layers with 10 neurons in each layer. The optimization
algorithm used is the Adam solver.

Four variations of activation functions were used in this
research, namely RelLu, Leaky Relu, Parametric RelLu, and
Exponential RelLu. Each activation function operates
differently, but their common goal is to introduce non-linearity
into the model, allowing for more complex modeling of
relationships between features and targets.

1. ReLU (Rectified Linear Unit)
The Rectified Linear Unit (ReLU) is a commonly employed
activation function in neural networks, characterized by its
ability to output the input directly if positive, and zero
otherwise [14]. Its mathematical expression is given by the
following formula:

f(x) = max(0,x) @
2. Leaky ReLU
The Leaky Rectified Linear Unit (Leaky ReL.U) represents
a modification of the standard Rectified Linear Unit (ReLU)
activation function within neural networks. It is designed to
mitigate the "dying ReLU" issue by permitting a small, non-
zero gradient when the input is negative, thus ensuring
continuous updates to the weights during training [15]. Its
mathematical expression is given by the following formula:
x, x>0
fl) = {0.01x, otherwise @
3. Parametric ReLU
The Parametric Rectified Linear Unit (Parametric ReLU) is
an advanced variation of the standard Rectified Linear Unit
(ReLU) activation function, characterized by the
introduction of learnable parameters. These parameters
govern the slope of the negative segment of the function,
affording increased flexibility in the neural network model
[16]. Its mathematical expression is given by the following
formula:
x, x>0

flo) = {ax, otherwise
4. Exponential Linear Unit (ELU)
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The Exponential Linear Unit (ELU) represents an
alternative to the Rectified Linear Unit (ReLU), offering a
solution to the issue of vanishing gradients commonly
encountered in neural networks. ELU achieves this by
incorporating negative values through the utilization of the
exponential function, thereby enhancing the model's ability
to capture complex relationships in the data [17]. Its
mathematical expression is given by the following formula:

0 ={er 1y e @

a(e* — 1), otherwise

C. Model Evaluation

To determine the most suitable activation function variation
for phishing classification, evaluation is conducted using the
10-fold cross-validation technique. Evaluation metrics
employed include accuracy, precision, recall, F1-score, and
area under the Receiver Operating Characteristic curve (AUC).
This evaluation aids in assessing the performance of each
model and determining the best activation function variation for
phishing detection. Formula (5) to (8) shows how to calculate
each evaluation metrics.

Number of Correct Predictions

©)

Accuracy measures the proportion of correctly classified
instances out of the total instances [18].

Accuracy =
y Total Number of Predictions

.. True Positives
Precision = — — (6)
True Positives+False Positives
Precision measures the proportion of true positive predictions
out of all positive predictions [19].

True Positives

Recall = — - (7)
True Positives+False Negatives

Recall measures the proportion of true positive predictions out

of all actual positive instances [20].

F1= 2X Pre'ci'sionX Recall (8)
Precision+Recall

F1 score is the harmonic mean of precision and recall. It

provides a balance between precision and recall [21].

I1l. RESULTS AND DISCUSSION

The investigation into the optimal number of Principal
Component Analysis (PCA) components, employing the EIbow
method, yielded a value of 60. This value derives from the
juncture where a notable reduction in explicit variance forms
an elbow-like curve. Subsequently, this value is adopted as the
number of PCA components for the ensuing feature reduction
process. Figure 3 elucidates the graphical representation of the
relationship between explicit variance values and the number
of PCA components.
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Fig. 3. Explicit Variance Versus PCA Components Plot

After reducing the dataset from its original 87 features to 60
features using the PCA method, the new dataset including the
variance values of each PCA component is utilized within the
MLP model with various activation functions such as ReLU,
Leaky ReLU, Parametric ReLU, and Exponential Linear Unit.
The obtained results include accuracy, precision, recall, F1-
score, and AUC values as seen in Table 1.

TABLE |
MODEL PERFORMANCE COMPARISON
Model | Accuracy | Precision | Recall F1 AUC
RelLu 94,73 94,50 94,97 | 94,57 | 98,62
LReLu 94,86 95,02 94,73 | 94,70 | 98,61
PReLu 94,72 94,67 94,74 | 94,54 | 98,65
ELU 94,79 95,00 94,57 | 94,61 | 98,63

The comparison of performance among various activation
functions in the Multilayer Perceptron (MLP) model for
detecting phishing websites indicates that all activation
functions yield excellent performance. There is no significant
difference in performance among the different activation
functions, with all models achieving high accuracy, precision,
recall, F1 score, and AUC. However, there is a slight
improvement observed in some metrics with the Leaky ReLU
(LReLU) activation function, particularly in precision and F1
score, suggesting that LReLU might be slightly more effective
in addressing the "dying ReLU" problem. Additionally, the
Exponential Linear Unit (ELU) activation function also
demonstrates very good results, similar to LReLU, confirming
that ELU could be a viable alternative. Therefore, in the context
of phishing website detection, the use of various activation
functions in the MLP model provides consistent and robust
results, with specific choices possibly depending on
preferences and specific requirements of the classification task
at hand.

These findings underscore the efficacy of employing diverse
activation functions within MLP models for phishing website



detection. Additionally, the consistent high performance across
various activation functions reflects the robustness and
adaptability of the MLP model in handling complex
classification tasks. Further exploration could focus on
optimizing model parameters or incorporating ensemble
methods to enhance performance even further.

1V. CONCLUSIONS

The research explored the optimal number of Principal
Component Analysis (PCA) components using the Elbow
method, resulting in 60 components, indicative of a significant
reduction in explicit variance forming an elbow-like curve.
Subsequently, this value was adopted for the feature reduction
process. Post-reduction, the dataset, originally comprising 87
features, was transformed into 60 features, incorporating
variance values for each PCA component. These reduced
features were integrated into the Multilayer Perceptron (MLP)
model alongside various activation functions, including ReLU,
Leaky RelL U, Parametric ReLU, and Exponential Linear Unit
(ELUV). Evaluation metrics such as accuracy, precision, recall,
Fl-score, and AUC were computed, revealing high
performance across all activation functions, with slight
enhancements observed in metrics like precision and F1-score
with Leaky ReLU (LReLU). ELU also demonstrated promising
results akin to LReL U, suggesting its potential as an alternative.
This underscores the consistent and robust performance of
various activation functions within MLP models, with
preferences and task-specific  requirements  possibly
influencing activation function selection. These findings
emphasize the effectiveness of employing diverse activation
functions in MLP models for phishing website detection.
Moreover, the study highlights the MLP model's adaptability in
handling complex classification tasks, suggesting avenues for
further optimization and exploration, such as parameter tuning
and ensemble methods, to enhance performance.
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