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Abstract— Intelligent transport systems (ITS) guarantee the
functionality of the parts used in vehicular networks and the
creation of security models that assure system protection. Our
work consists of concentrating particularly on the component
authentication techniques. Only the authenticated components
can consequently have the privileges to exchange messages
because, in the absence of adequate security models, the
information shared between system components can serve as
sources of risks that directly affect people's lives. Given the
importance of the topic in recent years, a number of security
models have been put forth to safeguard user life and identity.
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I. INTRODUCTION

Vehicle ad hoc network systems have a network type that is
specific to mobile vehicles and a fixed infrastructure with a
reliable regional authority and an RSU. By exchanging data,
such as the position, speed, and direction of vehicles as well as
warnings of impending dangers like accidents and
embankments, VANET networks facilitate traffic and enhance
road safety [1]. Additionally, it offers comfort services to
drivers, but in order to ensure proper operation, vulnerabilities
and malicious attacks must be prevented. Several
authentication models have been put forth to accomplish this.
These models are based on asymmetric cryptography.

Vehicle networks are also subject to the key traditional
network design flaws, including DoS (Denial of Service),
bogus information, which refers to information transmitted by
enemies and includes certifications, security messages,
warnings, and fabricated identities [2].

For VANET security, there are a number of crucial elements
that are explained below. Authentication: Only messages sent
by authorized network users should elicit a response from
vehicles. Therefore, verifying the message's sender is
necessary [3].

Asymmetric cryptographies are the fundamental tools for

securing information, including non-repudiation, data
integration, and authentication message privacy [4].
Additionally, traditional networks use CAs (Certificate

Authorities) to distribute and manage keys.

There are several systems proposed to ensure the security of
messages transmitted across vehicular networks, and the

proposed model can be divided into four types. Group
identity-based,  blockchain-based, and signature-based
technologies.

II. AUTHENTICATION MODELS

We discuss research that has been published in the literature
on the safety of V2V and V2I communications.

There are several systems proposed to ensure the security of
messages transmitted across vehicular networks, and the
proposed model can be divided into four types. identity-based,
Public Key infrastructure-based, blockchain-based, and
Groupe signature-based technologies.

In a different strategy, [3] the author prevents using the
TPD. The idea is to replace the TPD with a pre-paid card that
stores the authentication keys. The user's real information is
stored with the provider of the card, and messages are
intercepted using the provider's public key. The user is given a
pseudonym that is valid for a short time in a specific area.

The authors of [4] suggest an authentication system based
on asymetric keys. This model enables the vehicle to generate
public/private keys, and the latter uses the Diffie-Hellman
algorithm to exchange the keys with the RSU upon entering a
zone.

Raya and Hubaux [5] present a model that is based on the
distribution of thousands of certificates. Like other models, it
assumes that the vehicle is equiped with a device (TPD) that
can store multiple certificates with false identities. The vehicle
then randomly chooses a certificate to sign a message.

With the pseudonyms Efficace and Robuste [6], as shown
in Figure 1, the authors (ERPA) rely on the group's signature;
CA has a private group gsk-v key and a public group gpk-ca
key. Each vehicle has a group signature on the certificate that
is verified using gskv after the pseudonym has been added to
the certificate. Pseudonymous authentication requires a public
key vehicle that conceals the identity. The recipient validates
the message of signature using the gpk-ca. The
communications are signed with a private key and attached
with an associated certificate. This system guarantees the

message's authenticity, integrity, non-repudiation,
anonymity.
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TACKs [7] divides the VANET networks into smaller areas,
and the CA transfers all responsibilities to the regional
authorities (RA). Guk was used by the organization's members
to create a group signature. The CRL, which is connected to
each regional authority, applies revocation and traceability.

The networks VANET are divided into equilateral segments
by the authors of [8], with each segment being run by a
separate RSU. The vehicles communicate with the RSU
without returning to the CA and share the group clef.

The authentication is described in [9] using a short-lived
key that changes frequently; this model makes use of
symmetric computation, the RSU, and key distribution. The
concept of a transitive relation of confidence, [10] presents a
decentralized authentication model for V2V networks to
safeguard the vehicles.

Authentification ~Anonymous Adaptive Probabilistic
(PAAA) [12] is focused on anonymity, rapidity, and evolution.
The Road Side Unit (RSU) uses public key cryptography to
avoid the overload of the CA ; the central server manages the
pair of public and private keys, and the subgroup manager
distributes the key.

The model [13] proposes a leader for each group in V2V
communication; the leader is the vehicle that has been a part
of the group for the longest. Asymmetric authentication is
used for each node, and identity-based cryptography is used to
authenticate the vehicle without the use of certificates. Within
the group, the authors assume that mutual vehicle
authentication has already been completed with the RSU.

The authors of Anonymous Blockchain Reputation System
[14] present a new model that uses two blockchains (CerBce
and RevBc) for authentication and uses those blockchains to
verify the validity of certificates.

The 1idea behind public key infrastructure (PKI)
[15]authentication schemes is to preload a large anonymous
pool of roughly 43,800 certificates along with their private
keys at the necessary levels. All certificates are signed by the
TA, and they contain no information that might be used to
identify the identities of the vehicles, making them completely
anonymous. Each vehicle needs to have enough pre-charged
certifications to ensure long-term and private security, such as
for a year. The certificates could be updated during the
vehicle's yearly inspection. Initially, messages related to
vehicle traffic are signed by random selection of anonymous
certificates and their corresponding private keys. The
verification vehicle obtains the signer's public key from the
TA, who keeps track of all the certificates issued to vehicles in
these schemas, in order to verify a signature using an
anonymous certificate. As a result, the TA may ascertain the
identities of users as needed.

The biggest issue with a PKI scheme is the revocation
process. Since the revocation of many certificates in the
certificate list of revocation (CRL) is required by the
revocation of the same vehicle, the requirement to charge a
large number of vehicle certificates renders the management
of a vehicle ineffective. This problem is primarily fatal when
the CRL is high. Given that the CRL keeps track of all public
keys that have been invoked, the public key must also be
authenticated during the signature verification process. On a
VANET, however, it is more difficult to confirm the
legitimacy of a public key than it is on a standard network.



Simple login and password authentication was the initial
authentication method used in conventional networks. Web
services currently use a common technique known as
knowledge-based authentication, or KBA [19]. The service
provider (the authentication server) and the client both need to
be familiar with passwords and logins in order to use KBA
(the end user device or the owner of the identity). As a result,
the effectiveness of authentication depends on the knowledge
of a secret that must be disclosed to both the service provider
and the user of the end device (the customer). The server of
the provider houses this information. By comparing the secret
provided by the customer to the secret kept on the server, this
method provides authentication.

The model [20] authors present a security model
architecture for vehicular communications that offers
lightweight, real-time, decentralized, and efficient
authentication applicable in real-world scenarios. The
proposed model adheres to essential security requirements,
including  authenticity, anonymity, integrity,  and
non-repudiation.

The scheme initiates with the authentication between the
vehicle and the Road Side Unit (RSU), where the vehicle
obtains an Access Token and key to join the group. A Hash
Message Authentication Code (HMAC) is employed to avoid
time-consuming Certificate Revocation List (CRL) checks.
Subsequently, the vehicle uses the generated Access Token for
communication. Performance evaluations demonstrate that
this model is more efficient in terms of authentication speed
and resource consumption.

Traditional security models based on asymmetric
cryptography are costly and storage-intensive, making them

unsuitable for Vehicular Ad Hoc Networks (VANETSs) where
Vehicle-to-Vehicle (V2V) communication demands strict
real-time processing. Signature verification in these models
also adds significant cost and latency.

To meet the real-time requirements of V2V communication,
the authors propose a novel three-step authentication strategy:

Initial  Registration:
authentication for
communication.

Access Token Aggregation: Broadcasting aggregated
tokens (Haggr) to group vehicles.

Real-Time  Authentication: Ensuring secure V2V
communication without relying on asymmetric cryptography.

This model ensures efficient and secure real-time
authentication, making it well-suited for VANETs and
enhancing overall vehicular network security and
performance.

Utilizing  flexible  real-time
Vehicle-to-Infrastructure (V2D

1I. EVALUTION AND DISCUSSION

In this article, we discussed a variety of authentication
models. We noted that the models with strong authentication
require large data storage and processing power, which cannot
be used in VENET networks due to limited resources and the
requirement for real-time communication between all parties.
Accordingly, the challenge in VANET networks is to find an
effective authentication model.

TABLE I SECURITY MODELS

Security Communication Cryptography Power of Strength(+) Weakness (-)

Model types System authenticity

KBA [19] weak (+) Computation and storage are low
(-) No resistance to DoS attack
(-) No real time

[3] V2V, V2l Asymmetric Strong (-) High storage requirements
(-) Increase the computation
(-) No real time

[4] V2V, V21 Asymmetric Strong (-) High storage requirements
(-) Increase the computation
(-) No real time

[5] V2V, V21 Asymmetric Strong (-) High storage requirements
(-) Increase the computation
(-) No real time

Probabilistic V2V, V21 Asymmetric Strong (-) High storage requirements

adaptive (-) Increase the computation

anonymous (-) No real time

authentication

(PAAA) [12]




Efficient and V2V, V21 Asymmetric Medium (+) low storage

Robust (-) Increase the computation

Pseudonymous (-) No real time

Authentication

(ERPA) [6]

TACKs [7] V2V, V21 Asymmetric Medium (+) low storage
(-) Increase the computation
(-) No real time

Group-based v2v Asymmetric, Medium (+) low storage

V2V [13] Symmetric (-) Increase the computation
(-) No real time

BARS [14] V2V, V21 Asymmetric Strong (-) High storage requirements
(-) Increase the computation
(-) No real time

New efficient V2V, V21 Asymmetric, (V2I) Strong (+) low storage

authentication Symmetric, (V2V) (-) Increase the computation

model for (+) Real time

Vehicular Ad

Hoc Networks

[20]

III. CoNcLUSIONS

This document represents an overview of the current state
of research in the field of authentication in VANETS, the V2V
communication requires hard real-time, as well as signature
verification, which adds a high cost and high latency, security
models based on cryptography with these drawbacks—they all
employ asymmetric cryptography—cannot be used in VANET
networks. Soo the New Efficient Authentication Model for
Vehicular Ad Hoc Networks ([20]) emerges as the most
promising solution for VANETs, combining the strengths of
both asymmetric and symmetric cryptography to achieve
strong authenticity, low storage requirements, and real-time
communication capabilities. This model addresses the critical
needs of VANETs, providing a balanced approach that
enhances security and performance while mitigating the
common weaknesses found in other models.
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